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Eighth Semester B.E. Degree Examiffioh, Dec.2OL8lJan.20l9
lnformation "".#F* 

securi" 
ffi. Marks:100Time:3 hrs.

Note: Answer any $=lpfiitt questions, selecting 
*

Answer any ryWfull questions, selecting
at least fwm&uestions from eackW't

., "%r,,' ,*l
d,-+i,rn .$ {ffi

*... EAB$ _ A
Define policy and explain sp6cTffie security policy- n ,,$ (10 Marks)

Explain the characteristiq+ofsiflble security policies.,,*fu,. (10 Marks)
" q")

Explain the dual home&St firewall. *sn* 
(10 Marks)

Define firewall an$ffilain all the firewall flll5is. ',," (10 Marks)

t .ffi"

Imlt it P*$j.Fbf.in the advantages anqpi$dvantages ofNIDPS. (r0 Marks)What is IOp$.t S6pfain the advantages anffi"dvantages ot N[,rS- (r0 Man(s)

Explain theQllpwing terms in detail:
i) ffon#v pots d

ii) fibn$rNets q$" e 
"#iii) ''Mid cell system ffi -*, S (10 Marks),rt, r swvs ry-J "dl%=t' d_

r, ,. %* .............,....

Explain Vernam Cipher wit&quiiable example. , #* 
';o " 

"ffi 
(10 Marks)

tiit and explain the attq,ffia cryptosys.k. 
" J; ry' (10 Marks)

"*tqg.*
h# @.,... w d

oi;,. PARTTryHP ***
5 a. Explain the ditrelehfauthentication proceffids in X.509 ce(ifi&-TH' (10 Marks)

b. fxplainbrieflyQffScurityarchitectUtre..,,' '%""t (lOMarks)
#; 

';%,6 a. Explain tt. prorEaure along wi$*diffim to implem#$Pnfidentiality in PGP. (10 Marks)

b. exptaint$edifferentMIMEc.gffitynes. #., (l0Marks)

Define policy and explain sp&cffi security policy-
Explain the ch aracteri stiq+sf$iflble security polic

'i*dli:,:,. I7 a. Explaffi.the IP securitY arc

* 
d#-

bttre in detail. , +* (10 Marks)

#

g ;.1.''brplain the hand rotocol actioqi#bsl. (l0 Marks)

b. fxptaln the diffsrt9hf atirt codes offi$"nrotocols- (10 Marks)
a.!

,,.,: 
.l',,' 

T *****
{

#=i.
d

A. EApliXlrr::UrE lt Dwur rrJ sr;_s-!vv rsr v

b. Desetibe how authenii*h"p header is imp@rted in transport and tunnel modes with a

t -' (l0Marks)n€at dlagram.
i/\, rn. - {, ":i., 
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